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DEFINING STANDARD RECOVERY TIERS 

Establishing the Backbone of Your BCM Program 

Executive Summary 

Well established, standardized Recovery Tiers are the backbone of the Business Continuity 

Management (BCM) program.  Having standardized tiers in place allows you to establish 

operational and technological standards for the systems that fall within each tier.  

Standardized tiers allows you to create a systematic approach to business continuity 

management, solution definition, testing, compliance and the entire recovery process. 

Using information gathered from a Business Impact Analysis, you can establish recovery 

tiers that will allow you to have a consistent view of criticality across all aspects of your 

organization. 

With everyone working from the same set of recovery objective ranges, you will have a 

predicable service offering, clearly defined priorities for recovery and a holistic view of 

your organization’s overall resiliency need. 

 

Introduction 

One of the key components in successfully running a Business Continuity Management 

Program is having a standardized approach to doing business.  Standardizing processes, 

documentation, testing and reporting are all critical to having a successful program.  But the 

crux of the program offering stems from successfully defining adequate disaster recovery 

tiers for your organization.  The purpose of classifying objectives into tiers is so that you can 

define standard recovery / resiliency solutions that match the level of urgency associated 

with each specific tier, without having to build dozens of unique solutions for specific 

applications. 

The successful definition of recovery tiers allows you to have a solid foundation on which to 

build your entire program.  Once tiers have been adequately defined, you can establish 

compliance requirements, define standard recovery strategies, assign specific testing and 

documentation requirements and set predictable price points for the various services being 

offered.   

In short, standard recovery tiers provide a systematic approach for managing the protection 

of your organization’s critical systems and data. 

Problem Definit ion 

I have done a lot of work, with various clients, in the definition of standardized recovery 

tiers.  The tier structures that have been most successful are the ones that are based on the 

actual requirements of the specific organization, as opposed to being based on a pre-
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defined standard pulled from a conference someone attended.  There is no ‘global standard’ 

that every organization should use as their recovery tier model. 

Defining recovery tiers isn’t just the arbitrary grouping of recovery objectives into pre-

defined groups.  There needs to be a specific understanding of the overall recovery 

requirements of the organization, which can be driven by several factors.  Your 

organization’s industry, business model, regulatory requirements, customer demands and 

service level agreements are just a few of the many business pressures that can drive 

recovery requirements.   

Incorrectly defining your tier structure could result in gaps in coverage, poor design of your 

recovery strategies, lack of participation from your business partners and over / under 

protection of your critical systems. 

But how many tiers should you have?   What thresholds should you use when jumping from 

one tier to another?  How do you define the tiers in a way that best meets the needs of your 

organization? 

 

Solution 

Before I get into how to define your tiers, I want to remind you where you are getting the 

information that you need in order to define your tiers.  The assumption is that your 

organization would have conducted a Business Impact Analysis (BIA), which would have 

identified the recovery objectives (both Recovery Time and Recovery Point Objectives) for 

all systems used throughout the organization.  This information is critical when defining your 

standard recovery tiers.   

Note:  If your organization hasn’t done a BIA or if a BIA was done and recovery objectives 

weren’t defined, in my opinion it will be very difficult for you to create standard recovery 

tiers of any real value.  In this scenario, you could use a pre-defined set of standards, so that 

you could at the very least, get started with your standard definitions.  However you run a 

significant risk of having tiers in place that aren’t specifically based on the results of any 

meaningful BIA data that was collected.  So, from the start, you will be at a disadvantage.  

Ideally, if it was my program, and I found myself in this situation, I would start with a BIA and 

move forward from there.   Let me say this – I do not ever find it acceptable for IT to guess at 

or define recovery time objectives on behalf of the business partners.  Don’t do it. 

Let’s continue with the assumption that you have collected BIA data that identify a series of 

recovery objectives for most or all of your systems.  So you have the data, now what? 

Well, ideally you would be looking to break this data down into four logical groupings, or 

‘tiers’.  To do this, start by compiling statistics regarding the RTOs that were identified.  As 

an example, I am going to provide you with a chart of sample data that we can use to 

illustrate the process. You’ll notice that the driver here is RTO.  From a tier definition 

perspective, I like to work more with the RTO requirements.  I’ll explain how RPO comes 
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into play shortly.  Compile RTO results from the BIA in a table as shown.  (I’ve included my 

sample data): 

RTO As Defined by BIA Number of Systems 

Zero Down Time 2 

Less Than 2 Hours 4 

2-4 Hours 11 

5-8 Hours 13 

Up to 24 Hours 9 

Up to 48 Hours 19 

72 Hours – One Week 12 

More Than One Week 10 

 

Using the Sample Data to Drive Standard Tiers 

In my sample data above, you can see that 80 systems were identified in the BIA.  For the 

purpose of this chart, I always work with the lowest RTO / RPO requested.  So if a Treasury 

system was identified by one department with a 24 hour RTO, and another department set 

the requirement at 8 hours, I would use 8 hours 

as the RTO in the chart. 

I find that the RTO ranges that I’ve used in my 

chart work nicely when it comes to planning 

recovery tiers.  The chart also aligns well with 

reports that show industry standards related to 

RTO as provided by research groups such as 

Gartner.  In other words – this table works for 

planning purposes. 

There are 2 things to watch for in order to define your tiers.  First, now that you can see the 

overall view of RTOs for all identified systems, you should be able to see logical break 

points for potential tier definition.  But you need to keep recovery capabilities in mind also.  

For example, even if the numbers dictated a distinct difference between a 2 hour RTO and a 

4 hour RTO, there isn’t enough difference in the time frames to change the recovery strategy 

that would be offered between the two tiers. 

But as the RTO time frames expand (say between 24 and 48 hours, or between 72 hours and 

a week) recovery options change significantly. 

 

Standard Recovery Tiers provide 

a systematic approach for 

managing the protection of your 

organization’s critical systems 

and data. 
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In the above example we can see there are 2 systems that need to be continuously available 

(zero down time).  For now, let’s call this “Tier 0”.  (In my example, 2.5% of systems fall into 

this tier). 

Working with the remaining systems we can see that 15 systems need to be up within 4 

hours and 13 more systems by the 8 hour point.  Since the recovery techniques used to 

recover systems in 2, 4 or 8 hours are very similar, I would be inclined to group all of these 

time frames into Tier 1.  Tier 1 would be defined as 1 to 8 hours.  In my sample data, Tier 1 

makes up 35% of the overall portfolio. 

I would then define Tier 2 as 24-48 hours.  The assumption here is that no systems have been 

defined as having a tier in the window of 9-23 hours.  If they had, you would either expand 

one of the tiers to include this range, or suggested moving the RTO for that system to 

something that fits the definition used by everyone else.  In this example 35% of all systems 

fall into this tier. (I am not of the opinion that tiers need to be split so that we have an even 

representation of systems in each tier.  I just like to show this information because it will be 

useful for planning purposes). 

Technology would likely change quite a bit for Tier 3, which I would define as 72 hours to 1 

week.  (15% of all systems).   Tier 4 would be for the least critical systems, in this case with 

an RTO of more than 1 week.  (12.5% of all systems). 

Is this the only way to define the tiers for your organization?  No.  You could push Tier 1 out 

to include systems with an RTO of 24 hours.  Or you could change Tier 2 so that it just 

included the 24 hour RTO. It actually is a bit subjective.  But that leads me to the next factor 

that must be considered when defining recovery tiers:  Your recovery strategies. 

The DR Tiers will drive which recovery strategies are used as part of your overall standard 

service offering.  But it’s up to your organization to define what actual strategies / options 

are in play.  Some may choose a cloud based strategy, while others will use an alternate data 

center or a third party services.  Some will use data replication tools, while others use virtual 

or physical tape.  All of these factors must be taken into consideration when defining your 

tiers. 

The real objective in defining recovery tiers is to do it in a way that meets the needs of your 

organization.   

HA is a tier 

You’ll recall that I put the two systems with zero down time into their own category, which I 

called Tier 0.  I actually really like this term because it demonstrates a significant difference 

between DR (or recovery) solutions identified in tiers 1-4, and the availability requirement 

that is associated with an HA deployment. 

Some organizations draw a line between HA and DR services, to the point where DR teams 

don’t even get involved with systems that have HA offerings.  But others take a view that says 

that their DR teams need to be aware of those systems that are continuously available and 
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even require their DR team to be engaged for annual testing of the failover mechanisms 

associated with the deployments.  I tend to favor this position – from a holistic management 

view of the entire program.   

What About RPO? 

So far, we’ve driven the entire tier definition process based on RTO.  Doesn’t RPO matter?  It 

does, but in a secondary role when it comes to tier definition.   

It would be rare for me to ever define a tier structure based on RPO.  However, it is 

extremely likely that I would use the RPO definition to drive recovery strategies associated 

with each tier. 

As a rule, your most critical systems (in terms of RTO) will also have the lowest threshold for 

data loss.  This results in short RPO for the top tiers and a more relaxed RPO for the lower 

tiers.  So, while RPO doesn’t define a tier, it definitely adds a layer of complexity to the 

service offering associated with that tier. 

Now What? 

Alright, now that you’ve defined your tiers, how do you use that information?   Well, in my 

model of Business Continuity Management, the Standard Recovery Tiers drive (almost) the 

entire program.  Based on the recovery tier definition your program will: 

 Establish standardized recovery strategies per tier 

 Establish standardized data protection strategies per tier 

 Define DR compliance rules 

 Define DR testing rules 

 Define processes related to on-boarding 

 Integrate and prioritize your recovery documentation 

Without question, definition of your standard recovery tiers will be the single most 

important thing that you will do in the definition of your BCM Program. 

Business Benefits 

There is a significant difference between having standardized recovery tiers and having well 

thought out recovery tiers that meet the resiliency needs of your organization.  When your 

tiers are well thought out it provides your organization with the following business benefits: 

1. It provides a systematic approach to categorizing how critical your systems are.  It allows 

you to have a consistent comparative value of criticality across all systems.  Tier 1 systems 

are always more critical than tier 2, and so on – no matter what part of the organization they 

come from.  And (using the data in my example) a system with a 24 hour RTO will always fall 

in tier 2.   

2. It allows you to build standardized recovery strategies, solutions and processes based on 

pre-defined recovery objectives.  Your strategies and solutions will have a very high 
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percentage of success because their implementation methods are proven, repeatable and 

consistent according to what recovery tier they support. 

3. Since your solutions and processes are consistent, you will find the entire program to be 

more cost effectiveness.  Pricing will be predictable to your business partners and 

stakeholders because you aren’t reinventing the wheel at every turn. 

4. Not only will you have a consistent and systematic approach to defining your solutions, 

you will also have a holistic view of your recovery.  Logically, you will be able to group your 

recovery according to tier, with a clearer understanding of what your priorities are – at the 

organizational level. 

Call  to Action 

Is your organization working with a standardized set of recovery tiers?   Were the tiers 

based on the results of a Business Impact Analysis (BIA) or some other holistic evaluation of 

recovery objectives? 

If it is possible that your organization has developed your recovery tiers without having 

done a BIA – maybe because you’ve based them on some generic idea of a standard or 

because it was the same tier definition that someone used at another company – then I would 

encourage you to do a formal BIA.  If you’ve never done a BIA, or if it has been a long time 

since your last BIA – you’ll benefit from doing one.  Then you can use the information that 

you collect as the basis for your new standard tier definition. 

If your organization is not yet working from a set of standardized recovery tiers, then you are 

missing an opportunity to drive a high degree of standardization across your BCM Program.  

If you have BIA data to work with, generating standard tiers is a simple exercise. 

For more information about how Anesis Consulting Group can help you conduct an 

enterprise wide Business Impact Analysis or help you define your Standard Recovery Tiers, 

visit our website at www.anesis.ca/services 
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