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BCM PROGRAM DEVELOPMENT & GOVERNANCE 

Treating Business Continuity Management Like a Program 

Executive Summary 

Too often, organizations treat Business Continuity Management (BCM) as an afterthought, or 

as a series of disconnected, one-off events.  The result is limited recoverability / resiliency, 

an inefficient cost model, inconsistent documentation and hap-hazard testing.  Often there is 

less coverage (key systems taking advantage of a workable Disaster Recovery solution) and 

the overall recovery effort is disjointed. 

The alternative is a mature, coordinated BCM program that manages all BCM related efforts 

according to specifically defined standards and policies, standard recovery tiers, program 

measurement tools and compliance reporting. 

Introduction 

Several years ago, there were a lot of stats showing that the vast majority of corporations 

didn’t have adequate Disaster Recovery plan for their most critical systems.  Today, the 

number of negligent firms has dropped.  But for the companies that have closed the gap on 

DR, the problem may only be masked, not eliminated. 

Having DR Plans for critical systems is important of course.  But treating your Business 

Continuity and Disaster Recovery tasks as a series of unrelated, isolated projects – may be 

giving you a false sense of security.  The key to being successful in the area of Business 

Continuity Management, is to establish it as a program.  The problem is – most organizations 

don’t know how to do that – nor do they have the budget (or interest) in bringing in a high-

priced consultant to do it for them. 

This White Paper will give you the background that you will need to understand in order to 

define, develop, implement and govern a quality BCM Program. 

Problem Definit ion 

Even organizations with Disaster Recovery plans in place to support their key technology 

and Business Continuity Plans prepared to support their day-to-day operations could be at 

risk if the overall effort isn’t managed as a program. 

What’s the risk?  The best way for me to describe the risk is to identify what I mean by the 

term “program” when it relates to Business Continuity Management.  There are several 

critical components that need to be in place in order to effectively manage your BCM effort.  

Without policies, standards, definition of the BCM cycle, standardized recovery tiers and 

recovery strategies, standardized documentation templates, test models, compliance 

reporting and Key Performance Indicators, you’re not treating the overall effort as a 

program – you’re simply “managing” each individual solution.  And the associated risk is – 
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you have a series of one-off, disparate solutions that aren’t managed against a pre-defined 

set of standards and don’t necessarily fit together with everything else that is going on. 

For example, without performing a Business Impact Analysis to determine impact of 

downtime associated with critical systems and business functions, you can’t fully understand 

how to prioritize your recovery.  Without seeing the big picture of that impact, you can’t fully 

understand the range of recovery efforts required.  Without understanding the 

dependencies associated with these critical systems and the business functions that require 

them, you can’t adequately plan your recovery efforts. 

Another risk is – without standards, every department could be left to their own approach of 

building recovery solutions, documenting their plans and testing the solutions.  In short, you 

could have a real mess on your hands. 

To summarize, without program level management, your organization won’t have the 

guidance and direction required to have a mature, integrated and enterprise wide solution.  

This is highly likely to result in having a less effective recovery solution, with a higher risk 

that your recoveries won’t go as smoothly as you had planned. 

 

Solution 

My approach to BCM Program Development is to think holistically, rather than taking a 

myopic view of individual systems, solutions or business functions.  In other words, start off 

by looking at the big picture.  Business Continuity Management is best handled by asking a 

series of key questions, building a series of standardized tools and defining the rules of 

governance in support of those things.  Let’s look at each category in a little more detail. 

Key Questions 

Every organization should conduct a Business Impact Analysis (BIA) to understand the 

impact of downtime on the business.  The BIA will provide insight into potential costs 

associated with the loss of critical systems (applications and technology) and business 

functions.  The BIA will help you to understand the big picture across your organization in 

terms of what is critical (related to business functions and technology), how various 

components intersect and are dependent on each other, and provide keen insight that will 

help with priority setting in terms of overall business resiliency.  Use the BIA to identify your 

organization’s range of Recovery Time Objectives (RTO) and Recovery Point Objectives 

(RPO).  Based on the information gathered, you will be able to categorize applications and 

business processes into recovery tiers that make sense holistically.   For me, the recovery 

tiers are the foundation of a BCM Program’s governance model.  This is because everything 

you do is based on making applications and system resilient within those defined tiers.  And 

it doesn’t matter if Tier 1 drives high availability or a 24 hour recovery, you focus your 

program’s service offerings around the definition of the tiers, based on the criticality 

identified by the BIA. 

In addition to the BIA, determine your organization’s ability to recover systems and continue 

to function, as they stand today.  What processes have been defined?  How recoverable are 
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you against the recovery objections identified in the BIA?  This will help you identify specific 

gaps in your overall recovery program – both at the individual application level, but also at 

the enterprise level. 

Based on this holistic view of requirements vs. capability, you will be able to formulate a 

game-plan, or a roadmap that will get you resilient at the enterprise level.  This level of 

resiliency will be based on the development of standardized solutions, processes and 

documentation, along with a governance model to keep it running. 

Standardized Tools 

Once you understand your overall recovery objectives you will need to define specific 

recovery strategies that will address all of the requirements.  This will be based on your 

operating platform, data requirements and recovery objectives that you defined in your BIA.  

The idea is to build a set of standardized strategies to provide resiliency across all tiers. That 

doesn’t mean a single solution has to be implemented to meet every need.  It means that 

multiple strategies are developed that meet all defined needs based on the tier structure 

you’ve defined.   

I would encourage you to standardize everything: documentation templates, recovery 

solutions, test requirements, test models, on boarding of new applications, etc.  This way 

you will be able to provide predictability of program level pricing as well as predictable 

pricing to the business leaders as they inquire about potential solutions.  The difference, in 

terms of business impact, between having a Tier 1 

solution and a Tier 2 solution might be acceptable, 

and having predictable pricing models in place 

will help business leaders to make informed 

decisions.  

Create a document that clearly outlines team roles 

and responsibilities.  Make sure that the roles are 

well understood by the executive teams and the 

recovery teams.  The last thing you need to do is 

define (or redefine) roles at time of disaster.   

Clearly articulate the disaster declaration process, including who is authorized to declare a 

disaster and what the initial response looks like.  This sounds basic, but trust me, the less 

you have to “think” during a crisis, the better. 

Build standardized processes for things like on boarding new solutions or execution of 

annual plan exercises.  By having a common approach to routine tasks, both you as the 

service provider and the teams you work with will come to understand the process.   

It is also important to standardize your documentation.  Develop a common look and feel to 

the documentation, whether it’s a technology recovery plan, an integrated DR plan, a test 

plan or any other BCM related document.  Use the same heading styles and fonts, use the 

same flow (where possible) and while writing documentation isn’t everyone’s favorite thing 

 

Don’t feel like your program has 

to be performing at the highest 

possible level from day one.  

BCM programs mature over time 

– you can’t just flip a switch and 

expect to have a fully mature 

program. 
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to do – take pride in the end result.  Having standardized documentation means that no 

matter who picks up a recovery plan, the execution will be clearly understood from one 

system to another. 

Rules of Governance 

This is a critical piece of the overall puzzle that often goes undone.  It may be one thing to 

have tiers, standard solutions and quality documentation, but those things alone don’t create 

a mature BCM program.  You must define the rules of governance, how you program will be 

measured and what standards must be upheld. 

Key governance rules include identifying how often plans should be tested, what types of 

tests are required, documentation standards, requirements for DR based on tier (making DR 

mandatory for critical applications), identifying annual plans that define program goals for 

the year, and a full review of the program structure.  These rules are often formulated into 

Disaster Recovery Standards or Policies that can be shared throughout the organization.  

This is critical so that the entire organization understands what is expected regarding BCM.   

Define a list of Key Performance Indicators (KPIs) to measure your program’s progress.  

Don’t feel like your program has to be performing at the highest possible level from day 

one. BCM programs mature over time – you can’t just flip a switch and expect to have a fully 

mature program.  Your KPIs should reflect the overall performance of your program – the 

services you offer, testing, documentation, planning, and management.   

Compliance reporting identifies gaps in your enterprise-wide resiliency by calling out 

business partners who fail to participate in the program.  For example if you have 

determined that all Tier 1 and Tier 2 applications must have a registered DR solution in 

place, anyone who doesn’t should be considered non-compliant.  There are a couple of 

interesting tricks that business partners try to skirt around the need for a registered DR plan.  

I have seen some business partners intentionally lower their Tier rating to a tier where DR 

solutions are not mandatory.  One of my clients had a very high percentage of Tier 4 

applications (and a very low level of recoverability) as a result of this trick. Another client 

liked to ‘document’ (I use the term loosely) what they would do to replace their system at 

time of disaster.  They would call this document a “Disaster Recovery Plan” and whenever 

senior management asked, they would simply say that they have DR Plans for all of their 

critical systems. Do I need to say it?  Having a document that says what you would do is not 

the same as having a registered Disaster Recovery solution in place.  But – they avoided 

compliance issues by this little trick.  These tricks don’t do anything to help resiliency.  In 

fact, they provide a false sense of security to senior management.  In the event of a disaster, 

when their systems take longer than expected to recover (if they recover at all), everyone 

will be looking at you, wondering what is going on.  Report compliance issues when you see 

them to avoid this predicament.   
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Business Benefits 

Treating BCM as a program provides a series of benefits to the organization: 

1. Your organization will be dramatically more resilient.  To be clear, just because you 

establish your BCM efforts as a program, doesn’t mean you’ll have more resiliency.  But by 

establishing your program – and reporting on compliance in order to increase participation, 

you are bound to have a more resilient organization in the long run.  Also, as you work with 

standard recovery tiers, your recovery plans become more integrated – allowing for more 

organized recovery processes. 

2. Everyone is working from the same page. When you establish standards including 

standardized recovery tiers and solutions, with pre-defined processes regarding on-

boarding, testing, documentation and reporting, the service offering becomes predictable.  

People will come to understand the processes and know what to expect.  Costs will be 

predictable.  Business leaders will understand that their RTOs will mean the same tier 

definition every time. 

3. Efforts are managed holistically, not on a case by case basis.  This is crucial because in 

the event of a disaster, recovery needs to be viewed holistically.  We need to bring the 

entire organization back, through the prioritized recovery of individual components.  So we 

need a holistic view that drills into the detailed recovery efforts.  But in order to do this 

effectively, we need to have insight into all of the efforts – in a coordinated view.  

4. Progress is measurable and reported. When BCM isn’t managed as a program, there can 

be no real measurement of progress, no real identification of issues and gaps.  But when 

standards are in place and when KPIs are identified, it becomes much easier to measure 

where the program needs to improve.  This increases your organization’s overall ability to 

recover in a true disaster. 

5. Compliance increases.  Both internal and external (regulatory) compliance is higher when 

there is a standard, measurable list of criteria to be evaluated against.  Build a solid 

reporting and escalation structure into the program to make sure that business leaders are 

aware of the shortcomings of the program and its participants.  Once the gaps are identified, 

if a business partners chooses to continue outside the lines, then document the associated 

risk of their lack of participation. 

6. Cost effectiveness will increase.  Let’s be clear, it will cost more if 100 systems are 

registered and tested than if there are just 10 on board, but your overall efficiencies will 

increase when you manage BCM as a program.  Documentation will be done faster and 

more efficiently.  The same is true for reporting, on-boarding, testing and program 

management.  With standardized processes in place, the overall management of the 

program will be repeatable and cost effective. 
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Call  to Action 

Take a look at the following checklist.  If your organization is not doing the things identified 

below, then you are probably not running your Business Continuity Management efforts like 

a program. 

o There are defined standards regarding Business Continuity Management 

o Standardized recovery tiers have been defined and are used to determine specific 

recovery strategies 

o Key Performance Indicators are in place and regular reporting is done to track 

progress of the program 

o Documentation is in a standard format 

o Testing is done in a standardized manner 

o Regular plan maintenance activities are performed 

o A Business Impact Analysis is done every two to three years to validate recovery tiers 

o Compliance reporting is done 

o BCM costs are tracked at a program level 

o Recovery documentation is viewed holistically with integrated plans in place to 

ensure complete recovery 

If you can’t answer ‘yes’ to the vast majority of these questions, then you probably need to 

spend some time working on Business Continuity Management and Governance within your 

organization. 

This is something that can be done internally if you have a strong BCM leader on staff.  

Establishing BCM as a program isn’t a two week process.  All of the program components 

must be written, vetted and socialized.  This takes someone who can understand the 

organization, develop the materials, coordinate with mid-level and senior management and 

guide the organization into an often culture-changing endeavor of tighter controls and 

scrutiny.  Often, it is easier and more effective to bring in a senior level BCM consultant to 

help guide your internal staff through this process.  This doesn’t have to be an expensive 

endeavor, especially if the consultant works in partnership with your team.   

 

 

 


